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Introduction

The Multi-Factor Authentication criterion serves to identify whether a certified health IT product
supports multi-factor authentication of a user's identity upon accessing the system, in accordance with
specified standards.

Additional Details

All health IT developers of a certified health IT product are required to attest either “yes” or “no” in
compliance with this criterion. HealthAdvanta attested “yes” to the 170.315(d)(13) Multi-Factor
Authentication (MFA) criterion. This feature is a configurable setting per-user to use a one-time password
(OTP) sent via SMS to the user’s specified mobile phone number. MFA is then required every time a user
logs in to the registry.

Use Case: Secure Remote Access for Healthcare Professionals
Scenario Overview:

In today's healthcare environment, professionals often need to access patient records, lab results, and
internal systems remotely, whether from home, a different medical facility, or in the field. This remote
access poses significant security risks, especially considering the sensitivity of health data. Implementing
Multi-Factor Authentication (MFA) is crucial for ensuring that only authorized personnel access this data,
and HealthAdvanta strongly recommends all registry users utilize multi-factor authentication for access
to the registry.

Additional Costs and Fees
None.



